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» Authentication
» Data Integrity
» Data Confidentiality
» Non-Repudiation
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Using and Apply
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o
TOT CA — Digital Certificate Properties
TOT CA (x.509v.3)

Serial Number : ef96cd0b6379afg

Validity : 17 Feb 06 13.31.40 - 17 Feb 07 13.31.40 General el | certicaton o
Certificate Information
Signature Algorithms : shalRSA-1024 bits This cetficte i inended forthefollowing purpose(s):

+ Al application policies

Issued Subject : Name /Organization / email

* Refer to the certification authority's statement For details,

Holder’s Public Key : RSA
le86502hhd0viidywtoofkkrtgfgdserth;jpdml4554r3df3ddkias Issued by: TOTCA
736edb5viidywtoofkk5ewfgk98dszbcvegm85k309nviidywjbkh valid from 17/2/2549 to 17/2/2550

P wou have a private key that corresponds to this certificate.
Signed by TOT CA (s S
kdiowurei4d95729fd654df5646df3fgh5fgh153h3f1hshsg0925 ook |

h309afhwe09721h481903207akndnxnzkjoaioeru10591328y5

Other Extension
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Certificate

General | Details | Certification Path |
L i} i}
! =-1 Certificate Information —
Certificate
This certificate is intended for the following purpose{s): | General | Details | Certification Path |
« Al application policies
Shaw: | <l w |
Field Walue -~
E'-.-'ersi-:un V3
* Refer to the certification authority's statement For details, [F] serial number 00 86 F2
ESignature algorithim shalR5a B
[F]valid from 19 o 2549 11:48:14
Issued by: TOT Ci [F]valid to 19 e 2550 11:48:04
=] subject info@ca.kak,co.th, TOT Certifi...
[FPublic key RS54 (1024 Bits) v
¥alid from 19/4/2549 to 19/4/2550
CHN=TOTC4
@ You have a private key that corresponds to this certificate, 0] = eBusiness Cenker
0 = TOT Corporation Public Comparey Limited
L = Bangkak
C=TH
Issuer Staternent
OF
[ Edit Properties. .. l [ Copy ko File. ., l
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Digital Certificate Life Cycle

» Generate Keys

_
Issue

Digital Certificate

T




o
TOT CA Product & Service
TOT CA Products and Price

TOT CA for Paperless Customs

Validity period 1 year

Key Store in Digital File _
(PKCS#12) * Must be install CA

Into your Computer

* Pass phase

Price : 500 B / Year Protection

* Price not include VAT 7%

*1'



o
TOT CA Product & Service
TOT CA Products and Price

TOT Digital Certificate

Validity period 1 year

Key Store in Smart Card
(PKCS#11)

e CPU Smart Card
» Generate Keys
and store in Smart Card
R - » Use Smart Card Reader
e — '  PIN Code Protection

v » More Securit
Price : 1,000 B / Year y

* Price not include VAT 7%

»
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TOT CA Product & Service
TOT CA Products and Price

TOT Digital Certificate

Validity period 1 year

Key Store in USB Token
(PKCS#11)

ol ey
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Price: 2,500 B, Year

* Price not include VAT 7%
‘ - A— e




o
TOT CA Product & Service

TOT CA Website
https://www.ca.tot.co.th (is updated Feb'06)

» Product List and Detalils

~ » PKI Knowledge

| » Document & Manual (pdf)
» Download (Root, CRL, etc.)
» TOT CA Web board

» TOT CA Trial Register

=" » TOT CA Operation Flow
~| » TOT CA Contact and support
» TOT CA FAQ

» TOT CA CRL File

» Paperless Customs Info.
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TOT CA Product & Service
TOT CA CRL Service

CRL (Certificate Revocation List)
Certifcate Revocation Lst Information » Generate every d ay
o » Generate after
A Certificate is Revoked
> CRL File Service is available
via HTTP and HTTPS
» CRL Properties Contained
0257 e cnpn i » Certificate Serial Number
» Revocation Date
» CRL Reason Code

https://www.ca.tot.co.th/download/totca crl.crl

»
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TOT CA Registration Flow
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TOT CA Registration Flow

Document requirement for register
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TOT CA Regqgistration Flow

Registration Place
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o
TOT CA Helpdesk & Support

Phone : 0-2350-2093 , 0-2350-2079
0-2350-2108 , 0-2574-8912

Fax . 0-2350-2147 , 0-2574-8913
http://www.ca.tot.co.th

support@ca.tot.co.th




